Logging into Office 365 using MFA
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Trouble Shooting

Click on the text below:

Need help installing the Microsoft Authenticator app

Setting up MFA for the first time

Have low signal / Not seeing notifications popping up on from your Microsoft Authenticator app

| don’t have smartphone to install the Microsoft Authenticator app

External learner logging in for the first time offsite? (browse to office.com)

for any other queries please log a call with IT Support.



Installing the Microsoft Authenticator App
On your mobile device, go to you the app store - Google Play store for Android or App Store for

Apple, search for and download the Microsoft Authenticator App.

Microsoft Authenticator
A a '

- Get

Microsoft Authenticator
~ .
' v Microsoft Corporation

Open the app and choose the option for “Scan a QR code” and scan the code using your phone.

Peace of mind for your digital life

Secure your accounts with multi-factor

authentication.

= Sign in with Microsoft

Add work or school account

- B8 Scana QR code




Logging in for the first time

Access Office365 with your account. If it has been configured for MFA you will be greeted with the
following message. Click on “Next” to continue. Note: If you are an external learner just visit
Office.com and sign in with your college email address and password

B® Microsoft
bmc232401@studentbmetac.uk

More information required

Your organisation needs more information to keep
your account secure

Use a different account

Learn more

Click on “Next” to continue the process,

Keep your account secure Keep your account secure

Your organisation requires you to set up the following methods of proving who you are. Your organisation requires you to set up the following methods of proving who you are

Microsoft Authenticator

Set up your account
If prompted. allow notifcations.Then add an account. and select “Work or school

oo | N

Microsoft Authenticator

0 Start by getting the app
On your phone, instal the Microsoft Authenticator app. Dovnload now

After you install the Microsoft Authenticator app on your device, choose "Next

want to use a different authenticator app.

Lwant to set up a different method
Lwant to set up a different method

Note:

If you do not have a smartphone - you do have an option here to use another method here
SMS or Hardware token — however we strongly suggest the Microsoft Authenticator app for
security and ease of use




\_4

On your phone, install the Microsoft Authenticator app. Downlg

After you install the Microsoft Authenticator app on your devic

| want to use a different authenticator app

| want to set up a different method

Click on Next to get to the next step, which will generate QR code as shown in the image below

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Microsoft Authenticator

[Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next™

Note:
THIS IS AN EXAMPLE QR CODE

PLEASE DO NOT SCAN THIS QR CODE, SCAN THE QR
CODE ON YOUR SCREEN NOT THIS DOCUMENT

‘ Can't scan image? ‘

N -

I want to set up a different method




You will be shown a number which you will need to enter on the app on your phone to confirm as
shown below, then simply follow the steps on screen clicking Next

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Let's try it out

v

Approve the notification we're sending to your app by entering the number shown below.
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Lwant to set up a different method

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Microsoft Authenticator
© Notification approved

v

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Success!

Great job! You have successfully set up your security info. Choose "Done" to continue signing in.

Default sign-in method:

A
Microsoft Authenticator

After this your account will be set up with MFA - keeping your account much more secure.



Logging into Office 365 on new devices.

Using Microsoft Authenticator
Access Office 365 on a new device and you will be greeted with the following:

[ RS L

bmc232401@student.bmetac.uk

Approve sign-in request

Open your Authenticator app, and enter the
number shown to sign in.

94

No numbers in your app? Make sure to upgrade to
the latest version.

| can't use my Microsoft Authenticator app right now

More information

On your Microsoft Authenticator app, enter the number as shown on screen above, you will then be
authenticated and can proceed to log in as shown below.

B® Microsoft
bmc232401 @student.bmet.ac.uk
Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

D Don't show this again




Using a verification code for authentication

If you are having an issue receiving the notifications or with mobile signal you can choose to
Authenticate via a onetime verification code

Click on “I can’t use my Microsoft Authenticator app right now”

[T RAALAEE Lo

bmc232401 @student.bmet.ac.uk
Approve sign-in request

9 Open your Authenticator app, and enter the
number shown to sign in.

94

No numbers in your app? Make sure to upgrade to
the latest version.

‘ | can't use my Microsoft Authenticator app right now

More information

Click on “Use Verification code”

B® Microsoft
bmc232401@student.bmet.ac.uk

Verify your identity

Approve a request on my Microsoft
Authenticator app

- IE' Use a verification code

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel




Open the Microsoft Authenticator app on your mobile device and tap on your BMET Office365
account:

Authenticator

I El Birmingham Metropolitan College

From here you will be able to see your “One-time password code”:

Birmingham Metropolitan College

Notifications enabled

You can use this device to approve notifications to
verify your sign-ins

One-time password code

7 388 646

E% Set up phone sign-in >

Sign in without a password

Go back to your PC / laptop and enter your one-time password code and click Verify. You will then
be able to log in succesfully.

B® Microsoft

Enter code

[#] Please type in the cade displayed on your
authenticator app from your device

kode

More information
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