[image: https://sharepoint.bmetc.ac.uk/sites/staff/support_services/marketing/logos/Logos/Master%20brand/BMet2016_MASTER_STRAP.jpg]
[bookmark: _GoBack]Notification of Data Breach
Please act promptly to report any data breaches. If you think there has been a data breach, immediately report this to the DPO, Inderpal Virdee, complete this form and email it to dpo@bmet.ac.uk 
We will need to contact you as part of our investigation, so please ensure you provide your contact details. If the data breach concerns your team or department, you and your colleagues may also be asked to assist with notifying affected individuals (where that is necessary) and to help prepare a notification to the Information Commissioner (where notification is required).
	Name and contact details of person reporting incident (email address, telephone number):

	

	Date incident was discovered:

	

	Date(s) of incident:

	

	Place of incident (this could be a College site, or an external location):

	

	How did the incident happen/ a brief description of the incident:

	

	What personal data has been placed at risk? Also, please specify if any financial or sensitive personal data has been affected and provide details of the extent.  

	

	How many individuals have been affected? 

	

	Are the affected individuals (or any one of them) aware that the incident has occurred?

	

	Are you aware if any affected individuals have complained to the College or to any external party about the incident?

	

	On the basis of what you know, what are the potential consequences and adverse effects on the affected individuals?

	

	Brief description of any action taken at the time of discovery of the incident (e.g. has any mitigation action been taken, has any lost data been recovered):

	

	To your knowledge, what measures were in place to prevent an incident of this nature occurring?

	

	Please provide copies or extracts of any local (e.g. team, departmental or Faculty) policies and procedures considered relevant to this incident, and explain which of these were in existence at the time this incident occurred. Please provide the dates on which they were implemented.

	

	Who else have you notified about this incident?
	


	Is there anything else you would like to draw to our attention in relation to this incident?
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